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cTeHaax, opuUMaNbHBIX MHTEpHeT-calTax " ApYyrux NMHPOPMALMOHHbIX pecypcax
06LeobpazoBaTenbHbIX OpraHM3aLMii U OPraHoB, OCYLLECTBAAIOWMX ynpaBaeHue B cdepe obpa3oBaHms,
nHbopmauunm o 6esonacHom NoBeAeHUN U UCNONL30BaHMK ceTh "NHTepHeT".
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MpunoxkeHue

METOAMNYECKME PEKOMEHAALUUN
O PASMELLEHMN HA UHOOPMALMOHHbIX CTEHAAX, OPULIMAJIbHBIX
WUHTEPHET-CAUTAX U APYTMX UHOGOPMALIMOHHbIX PECYPCAX
OBLLEOBPA3OBATE/IbHbIX OPTAHU3ALMIA U OPTAHOB, OCYLLEECTBNIAIOLLINX
YNPABNEHUE B COEPE OBPA3OBAHUA, UHOOPMALUU O BE3SOMNMACHOM
NOBEAEHUN U NCNO/Ib3OBAHUU CETU "MHTEPHET"

dKcneptamn M yneHamu BpemeHHoW Komuccum  CoeTa ®depepaumm  No  pasBUTUIO
MHPOPMALMOHHOTO obLlecTBa B pPaMKax BbINOJIHEHUA PEKOMEHZAUMA NAPAAMEHTCKUX CAyLIaHWIA
"AKTyanbHble Bonpocbl obecneyeHns 6e3onacHocTM UM pasBuUTUS aeTeh B MHOOPMALMOHHOM
npoctpaHcTee", Kotopble npownu B CosBete Pepgepaumm 17 anpena 2017 r., 6bian paspaboTaHbl
MeTOANYECKME PEKOMEHAALMM O pPasMeLeHUn Ha MHOOPMALMOHHbIX CTeHZAX, oduuUManbHbIX
WMHTEPHeT-calTax W [pyrMx WHPOPMALMOHHBIX pecypcax obLieobpa3oBaTeNibHbIX OpraHU3auuii U
OpraHoB, OCYLLECTBAAIOWMX YynpasneHMe B coepe 06pa3oBaHUA, MHOOpMauunm o 6GesonacHom
noseZleHUM U UCNONb30BaHUK ceTu "UHTepHeT" (aanee - meToAnYecKMe pekomeHaaumm).

MeToanyeckMe peKkomeHAauMuM  HamnpasiaeHbl Ha  KayecTBeHHOe  MOBblleHWe  YPOBHSA
MHPOPMaLIMOHHON AeAaTeNbHOCTM 06LlLeobpa3oBaTe/ibHbIX OpraHM3aLUmMin U OpPraHoB, OCYLLECTBAALLMX
ynpasneHve B chepe obpa3oBaHUA, B 4acT MHGOPMMPOBAHMA YUaLLMXCA, UX poamuTeneit (3aKoHHbIX
npeacrasuteneit) W negarorMyeckmMx paboTHUKOB 06 OCHOBHbIX acnekTax WMHGOPMaLMOHHOM
6e3onacHoCTM.

MeToamnyeckme pekomeHaaumm no3BonAaT obueobpasoBaTesibHbIM OPraHM3aUMAM W OpraHam,
OCYLLECTB/IAOWMM yrpaBneHne B coepe 06Pa3OBaHWA, aKTya/IM3MPOBATL YXKe WUCMOJb3yemble WU
pasmeLleHHble UHPOPMALMOHHbIE MaTepUasbl, Tak U NOATOTOBUTL MX B C/1y4ae UX OTCYTCTBUA C YYETOM
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NYYLIMX NPAKTUK M PeKOMEHAALNN.
B pamKkax MeToAMYECKMX PEKOMEHAALMI PacCMaTPMUBAIOTCA CAeaytoWme NHCTPYMEHTDI:
1. "HGOPMaLMOHHbIE CTEHADI;
2. opruManbHble UHTEPHET-Pecypchbl;

3. cpeacTBa MaccoBoi MHpopmaLMK (LUKONbHbIE ra3eTbl, Negarornyeckne UsgaHua U apyrue).
MHopMmaLnOHHbIe CTEHADI

Ha nHdopmMaumoHHbIX cTeHAax B 06ueobpa3oBaTenbHbIX OpraHM3aLmMaX, PacnooKeHHbIX B dolte
yUpeKAeHUn M B KabWHeTax, OCHALLEeHHbIX MepPCOHANbHbIMW YCTPOWCTBAaMM AN BbIXO4a B CETb
"MHTepHeT", peKOMeHAYeTCA Pa3sMecTUTb MHOOPMALMOHHbIE MAaMATKK, coAepKallMe OCHOBHbIE COBETbI
no obecneyeHno MHGOPMaLMOHHOM 6e30NaCHOCTU yUaLLMXCA.

B npunoxeHnun N 1 K MeToAMYECKMM peKoMeHaauusam npeacTtasneH obpaseu, MamAaTKU Ana
pa3smellleHMA Ha MHGOPMaLMOHHbIX CTEHAAX.

CpepactBa maccoBoi MHGopmauum

B cpeacTBax maccoBoit MHGOPMaALMM, OPUEHTMPOBAHHbLIX Ha OBYYalOWMXCA, PEKOMEHAYEeTCA B
TeyeHMe y4yebHOro roga perynapHo nybaMkoBaTb WMHPOPMAUMOHHbIE MaTepuanbl, MOCBALEHHble
OTAE/IbHbIM acnekTam MHPOPMALMOHHOM 6e30MacHOCTU, a TaKXKe pas/nYHble NamATKK obliero
XapakTepa.

B cpeactBax maccosoi MHbOPMALMK, OPUEHTUPOBAHHbLIX Ha MeAarorMyeckyro obLEecTBEeHHOCTb,
peKkomeHayeTcA B TeYeHMEe KaNeHJapHOro roga perynapHo nybaukoBaTb MHGOPMALMOHHbIE
mMmaTepuanbl, MNOCBAWEHHbIE  OTAENbHbIM  acnektam  MHPOPMaLMOHHOMW  6e30macHOCTM  Kak
HecoBepLUEHHONETHUX, TaK M 0b6Weobpa3oBaTe/ibHbIX OpPraHW3aumii, a TaKXKe pas/iMyHble MaMATKMK,
0630pbl  HOPMaTMBHO-MPABOBOr0 PEry/IMpoBaHUA AaHHOW cdepbl U MHPOPMALMIO O aKTyanbHbIX
MEepPONPUATUAX U COBLITUAX B AaHHOM cdepe.

B xome nposeaeHua EauHoro ypoka no 6e3onacHoct B cetu "UHTepHeT" pekomeHAyeTcs
obecneunTb BbINYCK TEMATUYECKOro BbIMyCKa CpeacTBa MaccoBoi WHbopmauum nmbo cepun
nyb6avKaumii, cpeay KOTOPbIX PacCMOTPETb OPraHM30BaHHblE MEepPONpUATUA A1A 0by4YaloWmMXCcs, MX
poauTenei (3aKOHHbIX NpeAcTaBuUTeNnei) U NneaarorMieckomn obLecTBeHHOCTHU.

OduumanbHble UHTEepHeT-pecypchbl

ObuweobpasoBaTenbHbIM OpPraHM3aUMAM PEKOMEHAYEeTCA Ha CBOMX oduumanbHbiXx MHTepHeT-
pecypcax obecneunTb GYHKLMOHMPOBAHME CAMOCTOATENBHOIO M CMELMaau3MpPOBAHHOIO pasaena
"MHbopmaumoHHan 6e3onacHocTb", B pamKax KOTOpPOro npeaycMoTpeTb pasmelleHue cheaytoLlen
nHpopmaymm:

N Pasgen/noapasgen | dopmat npeacrasneHums CopepaHne maTepuanos
maTepuanos
1. |J/loKanbHble Konuu gOKymeHTOB B PasmeluatoTca KONMU JOKYMEHTOB, T.€.
HOpMaTUBHbIe aKTbl B | dopmaTe *PDF CKaHWPOBaHHbIN BapuaHT AOKYMEHTa,
cdepe obecneyeHus COOTBETCTBYIOLWMI TPebOBaHMAM K
MHPOpPMaALMOHHOM napameTpam CKaHMPOBAHMA.
b6e3onacHocTH PasmeLLatoTca AOKYMEHTI,




obyuatoLmxcs pernameHTUpYyoLmMe opraHM3aumio 1
paboTy C NepcoHaNbHbIMW SAHHbIMM,
nAaHbl MEPONPUATUIA NO obecneyeHnto
nHdopmaumoHHon 6esonacHocTH
obyuatoLmxca 1 gpyrve.

2. |HopmaTusHoe Konuu AOKyMeHTOB B My6AnKyIOTCA aKTyanbHble CBeAeHUA O
peryanpoBaHue dopmate *PDF deaepanbHbIX U PerMoHasibHbIX 3aKOHaXx,
NMcbmax OpraHoB BAAaCTU U Apyrue
HOPMaTMBHO-NPaBOBbLIE AOKYMEHTbI,
pernameHTupytowme obecneyeHume
nHdopmaumoHHon 6esonacHocTU
HecoBepLleHHoNeTHUX. [lonycKkaeTca
BMECTO KONW pasmeLL,aTb rMnepccbikn
Ha COOTBETCTBYIOLLME LOKYMEHTbI HA
CaliTax OpraHoB rocyAapCTBEHHOW BNACTH.

3. |Neparornyeckmm TeKcT Ha cTpaHuue canTa | Paamewatotca metoanyeckue
paboTHMKam Konuun nokymeHTOB B peKomeHAaumMm 1 yKasbiBaeTca
dopmarte *PDF MHPOpMaLMA O MEPONPUATMAX, MPOEKTaX

W Nporpammax, HanpasaeHHbIX Ha
noBbllleHne MHPOPMALMOHHOM
rPaMoOTHOCTM NefarormMyeckmx
paboTHMKOB.

4. |Obyvatowmmcs TeKCT Ha cTpaHuue caliTa | Pazmelaetca MHPOPMALMOHHAsA NaMATKa
(npunoxkenune N 2) n ykasbiBaetcs
MHbOPMaUMA O MEPONPUATUAX, MPOEKTAX
W Nporpammax, HanpasaeHHbIX Ha
noBbllleHne MHPOPMALMOHHOM
rPaMoTHOCTK obyyatowmxcs.

5. |Poautenam TeKCT Ha cTpaHuUe caliTa | PazmellaeTca MHPOPMaLMOHHAA NaMATKa
(3aKOHHbIM (npunokexune N 3).
npeacraBuUTensm)
obyuatowmxcsa

6. |[eTckue 6e3onacHble | TeKCT Ha CTpaHuLe caliTa | Pasamelaetca nHpopmauma o

CanThbl pekoMeHAYyeMbIX K UCNONb30BaHUIO B
y4yebHoM npouecce 6e3onacHbIX canTax,
6aHHepbl 6e30NacHbIX AETCKUX CaliTOB.

OpraHam, OCyLLecTBAAOWMM yrnpaBneHue B coepe ob6pas3oBaHMA, PEKOMEHAYETCA Ha CBOMUX
oduumManbHbix  MHTepHeT-pecypcax  obecneuntb  GYHKUMOHMPOBAHME  CAaMOCTOATE/NIbHOTO WU
cneumanusmpoBaHHoro pasgena  "UMHPopmaumoHHaa  6e3onacHocTb”, B pamKax  KOTOPOro
npeaycMOTPETb pasMeLLeHne cneaytowen MHGopmaLum:



MpunoxkeHne N 1

NAMATKA
[N OBYYAIOLLIMXCA O6 UHPOPMALIMOHHOM BE3ONACHOCTU AETEN

HE/NIb3A

1. Bcem nogpaa coobuiatb CBOK 4YacTHy MHGopmaumio (Hactoawme nma, pamuanio, TenedoH,
afpec, HoMep LLKOAbI, a TaKKe doTorpadun cBou, CBoe cembu u apyseli);

2. OTKprBaTb B/1IOXEHHbIE d)af/‘ll'lbl 3I'IeKTp0HHOI7I NnoYyTbl, KOrga He 3HaelWb OTNpPaBUTENA,
3. I'py6|/|Tb, npnanpaTbCA, OKa3bliBaTb AaB/1IEHNE - BECTU cebs HeBeX/INBO U arpeccmBHoO,

4. He pacnops»anca AeHbramu TBOel cembu 6e3 paspelleHus cTaplimx - Bcerga crnpaluvsai
poautenei;

5. He BcTpeyaitica ¢ MHTepHET-3HAaKOMbIMW B PeanbHOM XWM3HM - MOCOBETYWCA CO B3POC/bIM,
KOTOpOMY ZloBepAeLlb.

OCTOPOXHO

1. He Bce nuwyT npasay. Yutaewb o cebe Henpasay B MHTepHeTe - coobwm 06 3TOM CBOMM
POAMTENSM UM ONEKYHAM;

2. MpurnawaloT NnepenucbiBaTbCA, UrpaTb, 0BMEHMBATLCA - NPOBEPb, HET N NOABOX3;
3. He3akoHHOe KonnpoBaHue ¢alinoe B UHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasblBali B3poC/ibiM 0 Npobaemax B CETU - OHU BCeraa NnomoryT;

5. Ucnonb3yi HacTpolikM 6e30MacHOCTU M NPMBATHOCTU, YTOObI He MOTepPATb CBOM AKKayHTbl B
coLCeTAX U ApYrMx nopTanax.

MOXHO
1. YBarkali Apyrux nosibzoBaTeneu;

2. Monb3yewbca MHTEPHET-UCTOYHUKOM - ,u,enaﬁ CCbINIKY Ha Hero,

3. OTKpbIBal TO/IbKO Te CCbIIKK, B KOTOPbIX YBEPEH;

4, O6waTbcs 3a MOMOLLbBIO B3POC/bIM - POAMTENN, OMEKYyHbl U agMUHUCTPALMA CalToB BCceraa
MOMOTYT;

5. Mpongm obyyeHue Ha canTe "CeTeBUYOK" 1 NOAYYM NAcnopT uMdpoBOro rpaxKaaHuHal



MpnnoxkeHne N 2

WHOOPMALIMOHHASA NAMATKA
[N1A OBYYAIOLLMXCA AN PASMELLEHUA
HA OPULIMANBHbIX UHTEPHET-PECYPCAX

C KaxKgblM rogom MOJIOLEKN B UHTEPHETE CTaHOBUTbLCA 6OI'IbLLIe, a WKOJZIbHNUKN OOHU N3 CaMblIX
aKTUBHbIX NO/Nb30BaTenen PyHeTa. Mexgy Tem, NOMMMO OFPOMHOr0O KOAMYeCTBa BO3MOHOCTEN,
MHTEPHET HECET U I'Ip06l'|eMbI. OTa namATKa 40NKHA MOMOYb Tebe 6esonacHo HaXo4uTbCA B CETU.

KomnbloTepHblie BUpYCbI

KomnbloTepHbI BUPYC - 3TO PasHOBUAHOCTb KOMMbIOTEPHBLIX MPOrpamm, OT/IUYUTENbHOW
0COH6EHHOCTBIO KOTOPOW ABNAETCA CMOCOOHOCTb K PAa3MHOXKEHMIO. B fONONHEHME K STOMY, BUPYCbl MOTYT
noBpeanTb UAN MONHOCTbIO YHUYTOMXKUTbL BCE ¢alifibl U AaHHble, NOAKOHTPO/bHbIE MOJIb30BaTEO, OT
MMEHM KOToporo Bblna 3anyleHa 3aparkeHHas Nporpamma, a TakKe NoBpeauTb UK JarKe YHUUTOXKUTb
onepaunoHHYIO CUCTeMYy cO Bcemu danamm B Lesiom. B BObLUIMHCTBE C/ly4aeB pPacnpoCTpaHATCA
BMPYCbl Yepes UHTEpPHET.

MeTozbl 3aLWMTbl OT BPEAOHOCHbIX MPOrpamm:

1. V|CI'IO/'Ib3yVI coBpemMeHHble onepaunoHHbIE CUCTEMDI, UMeloLWwne CeprBHblﬁ YPOBEHb 3aWNTbl OT
BPEAOHOCHbIX NPpOorpamm;,;

2. TllocTosHHO ycTaHaBnMBait nautM  (uMdpoBble 3annaTkM, KOTopble aBTOMAaTUYECKU
YCTaHaBNMBAKOTCA C Lenblo A0paboTKM nporpammbl) U apyrme obHOBAEHMA CBOEW onepaLMOHHON
cuctembl. CkaumBall MX ToNbKO ¢ oduuManbHOro canmta paspabotunka OC. Ecam cywiecTByeT pexum
aBTOMaTMYECKOro 06HOB/IEHUSA, BK/IOYM €rO;

3. PaboTai Ha cBOemM KomMbloTepe noj npaBamMu NoJib30BaTesAa, a He agMUHUCTPaTopa. ITO He
NO3BO/MT OO/bLIMHCTBY BPEAOHOCHbLIX MPOrpPaMM WHCTAA/IMPOBATLCA Ha TBOEM MNepCOHaibHOM
KOMMblOTEpPE;

4. WNcnonb3y aHTMBUPYCHble NPOrpaMmHble MNPOAYKTbl M3BECTHbIX MNpousBogmuTenei, ¢
aBTOMAaTUYeCKUM 06HOBNEHMEM 6a3;

5. OrpaHuyb GU3MYECKUIA JOCTYN K KOMMNbIOTEPY A8 NOCTOPOHHUX JINLL;

6. Ucnonb3yih BHelHWe HocuTenn wuHboOpMauuKM, TakMe Kak daewKa, guck wau dann us
WHTEpPHETa, TO/IbKO M3 NPOBEpPEHHbIX UCTOYHUKOB;

7. He oTKpbiBali KomnbloTepHble ¢aiinbl, NOJyYeHHble U3 HEHaZEXKHbIX MCTOYHUKOB. [laxke Te
dalinbl, KOTopble NPUCIAN TBOM 3HAKOMBIN. Jlydlle YTOYHU Y HETO, OTNPABASAA 1N OH Tebe ux.

Cetn WI-FI

Wi-Fi - 3To He BUA, nepefayn AaHHbIX, HE TEXHO/IOTMSA, @ BCEro Anwb bpeHa, mapka. Ewe B 1991
rogy HUgepnaHAckaa KomnaHua 3apeructpupoBana 6peng "WECA", yTo o603Hayano cnosocoyeTaHme
"Wireless Fidelity", koTopbili nepeBoanTCA Kak "becnpoBogHan TOYHOCTL".

[o Hawero BpemeHu aolwna apyras abbpesnaTtypa, KOTopasa ABAAETCA TaKOM Ke TeXHoNornen. 1o
abbpesunatypa "Wi-Fi". Takoe Ha3BaHMe OblI0 4AaHO C HAMEKOM Ha CTAHAAPT BbICLLIEN 3BYKOBOM TEXHUKM
Hi-Fi, uTo B nepeBoAe 03Ha4aeT "BbICOKAA TOYHOCTb".

[a, OecnnatHbli WHTepHeT-goCTyn B Kade, OTensx W a’3ponoprtax ABASETCA OTAMYHOMU
BO3MOXHOCTbIO BbIXOZa B MHTEPHET. HO MHOrMe aKcnepTbl CYMTatOT, YTo 0bwenoctynHbole Wi-Fi ceTn He



ABNAOTCA 6e30MacHbIMM.
CoBeTbl No 6e3onacHocTM paboTbl B 0bueaocTynHbIx ceTax Wi-fi:

1. He nepepaBali cBotO IMUHYIO MHbOPMaLMIO Yepes obuweaoctynHblie Wi-Fi cetn. PaboTan B HuX,
YKenaTtenbHoO He BBOAUTb MApPOnN AOCTYNA, NOTMHbI U KaKUe-To HOMepa;

2. Wcnonb3ylh M 06HOBNAN aHTUBUMPYCHble Nporpammbl M 6paHamayep. Tem cambim Tl
obe3onacuwwb cebs OT 3aKayKkK BUpYCa Ha TBOE YCTPOMCTBO;

3. MNpun ucnonbvzosaHmm Wi-Fi oTkaoum ¢yHKumio "O6wWmin goctyn K ¢aiinam m npuHTepam'.
[aHHana ¢yHKUMA 3aKpbiTa NO YMOAYAHUIO, OAHAKO HEKOTOpble MO/b30BaTeNM aKTUBUPYIOT ee A4S
yao6cTBa Mcnonb3osaHus B pabote nnun yyebe;

4. He ucnonbsyit nybanunbin WI-FI ans nepenaun NWYHbIX AaHHbIX, Hanpumep AN BbIXoAa B
COUMANbHbIE CETU UNIN B SNEKTPOHHYIO NOYTY;

5. Ucnonb3yii ToNbKO 3alimiLeHHOe coeauHeHue Yepe3 HTTPS, a He HTTP, T.e. npu Habope Beb-
afpeca BBoan umeHHo "https://";

6. B mobunbHom TenedoHe oTkatouM ¢yHKumMio "MoakntoveHne K Wi-Fi aBTomaTtmyeckun'. He
[OMyCKal aBTOMaTMYeCKOro NoAKNUYEHMA YCTPOCTBA K ceTam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTu

CoumanbHble CeTM aKTMBHO BXOZAT B Hawy XW3Hb, MHOrme ntoaun pa60Tar0T N XUBYT TaM
NOCTOAHHO, a B Facebook y»Ke 3apernctpnposaH Mmnnanapg 4enoBek, 4To ABNAETCA OAHOVI Ce,CI,bMOﬁ BCeX
Kutenen nnaHetbl. MHOrMe nosnb3oBaTeNIM He MOHMMALOT, YTO MHd)OpMaLI,Mﬂ, pasmelleHHaa MM B
COLUMANbHbIX CETAX, MOXET 6bITb HaﬁAEHa M NUCNo1b30BaHa Kem yrogHo, B Tom 4Yncne He obA3aTenbHO C
6narumm HamMmepeHnammn.

OcHoBHble coBeTbl N0 6e30MacHOCTU B COoUMaNbHbIX CeTAX:

1. OrpaHuyb cnucok apysei. Y T1eba B Apy3bsAX He AOJ/IKHO ObiTb CAyYaMHbIX U HE3HAKOMbIX
nogen;

2. 3awMmuwan cBOK YacTHYl XM3Hb. He yKasbiBalh naponu, TenedoHbl, agpeca, AaTy TBOEro
POXAEHUA W  APYryl AWYHYIO  UHPOPMALMIO.  310YMbIWAEHHUKM MOFYT UCMNOMb30BaTh Aake
MHPOPMaLNIO O TOM, KaK Tbl U TBOU POAUTENU NAAHUPYETE NPOBECTN KaHUKYbI;

3. 3awuMLLait cBOIO penyTaumio - AepP*KM ee B YNCTOTe U 3a4aBall cebe Bonpoc: xoten bbl Tbl, YTO6bI
Apyrvne MNonb3oBaTeNu BUMAENWN, YTO Tbl 3arpykaelwb? oagymali, npexge yem 4YTO-TO ONy6AMKOBATb,
HanucaTb U1 3arpy3uThb;

4. Ecnv Tbl TOBOPULb C /IlOAbMM, KOTOPbIX HE 3Haellb, HE MUCMNO/b3y CBOE peasibHoe UMs U
APYrYo IMYHYI0 MHGOPMALIMU: UMA, MECTO KUTE/IbCTBA, MECTO y4ebbl 1 Npoyee;

5. U3berait pasmeuweHua ¢oTorpaduii B MHTepHeTe, rae Tbl M300paKeH Ha MEeCTHOCTM, Mo
KOTOPOW MOKHO OnpesesnTb TBOE MECTOMNO/OXKEHUE;

6. Mpwu peructpaumm B cou,maanoﬁ cetn HeO6XO,£I,VIMO MCNONb30BaTb C/I0XKHbIE MNapoan,
cocroAawme mn3 6yKB n LI,VI(I)p M C KOZIMYECTBOM 3HAKOB HEe MeHee §;

7. Ana coumanbHOM ceTn, NoYTbl U APYrUX CaiToB HEOBXOAMMO MCMO/Ib30BaTb PasHble Naponu.
Torpa ecnv TebA B3IOMaIOT, TO 310YMbILLNEHHUKM NOAYYAT AOCTYN TONbKO K OJHOMY MECTY, a He BO BCe
cpasy.



DNEeKTPOHHbIe AeHbrn

DNEKTPOHHbIE AeHbIM - 3TO OYeHb YA0BHbIA CNocob naatesken, 04HAKO CYLLECTBYIOT MOLIEHHUKMY,
KOTOpPble XOTAT NONYUYNTb 3TU AEHbLIU.

3ﬂeKTpOHHbIe AeHbrn noAsunaANCb cCoBCeEM HeaaBHO U MMEHHO W3-3a 3TOMO BO MHOIMMX
rocygapcCreax A0 CUX NOP He NPOMNMCaHO NPO HUX B 3aKOHaXx.

B Poccum e OHM OYHKUMOHMPYIOT M O HUX Y»Ke MPOMMWCAHO B 3aKOHe, rae WX pasgensloT Ha
HECKOJIbKO BUAOB - aHOHUMHbIE U HE aHOHMMHbIEe. PasHULA B TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOPbIX
paspelwaeTca MpoBOAUTL onepauum 6e3 ugeHTMOMKauMM nosib3oBaTens, a B HEaHOHMMHbIX
naeHTMdMKauma Nob3oBaTens apaseTca 0b6a3aTebHOM.

TaKKe cnefyet passinyatb 3N1EKTPOHHbIe puaTHbIe AeHbrM (PaBHbI FOCYAapCTBEHHBIM BaloTaM) U
3N1EKTPOHHbIe HeduUaTHble AeHbIM (He paBHbl rOCYAaPCTBEHHbIM BallOTaM).

OcHoBHble coBeTbl N0 6e3onacHoi pa60Te C 9NNIEKTPOHHbIMU OEHbIrAMMU:

1. MpuBAXKM K c4eTy MOBUAbHBIN TenedoH. ITo camblit ya06HbIN U BbICTPbIA CNOCo6 BOCCTaHOBUTL
JocTyn K cyety. MMpuBAsaHHbIN TenedoH MOMOXKET, ecaun 3abyaelb CBOW MATEXHbIA Maponb Wau
3angellb Ha CalT ¢ HE3HAaKOMOTO YCTPOICTBA;

2. Ucnonb3yit ogHopasoBble Napoau. Mocne nepexoda Ha yCUAEHHYIO aBTOpM3aunio Tebe yKe He
6yAeT yrpoXKaTb ONACHOCTb KPaXkKM UM NepexsaTta NaaTeXxHoro napons;

3. Bblbepu cnoxHbIt naposb. lMpecTynHWMKam Oyaer He NPOCTO yragatb CAOMHbINA Napoib.
HageHble napou - 3To Napo/n, KOTopble CoAep:KaT He meHee 8 3HaKOB U BKAOYAIOT B ceba CTPoUHble
M nponucHble 6yKBbl, UMPPbI U HECKONIbKO CMMBOJIOB, TakKuMe Kak 3HaK Jonnapa, OyHTa,
BOCK/IMLATENbHbIN 3HAK U T.n. Hanpumep, StROng!;;

4. He BBOAW CBOU NINYHbIE AAHHbIE Ha CalTaX, KOTOPbIM He A0BepAeLlb.
INeKTPOHHAA NoyTta

DNEeKTPOHHAaA no4yTa - 3TO TEXHO/IorMA W NPeAOCTaBAfEeMble €l YCAyrM Mo Mepecbuike WU
MOJIYYEHUIO INEKTPOHHbLIX COODOLLEHWNI, KOTOpble pacnpeaenatoTcd B KommbioTepHon cetu. O6blYHO
3JIEKTPOHHbIM MOYTOBbLIN AWMK BbIrNSAUT c/eaylowmm obpasom: MMA_MNo/b30BaTeENs@UmMA_AOMeHa.
TaKKe Kpome nepesayun NpocToro TEKCTa, MMEeTca BO3MOXKHOCTb NepeaaBaTtb ¢alibl.

OcHoBHble coBeTbl N0 He3onacHoi paboTe ¢ 3NEKTPOHHOM NOYTOIA:

1. Hapo BbibpaTb NpaBUAbHbIA MOYTOBbLIA CepBMC. B MHTEpHETe ecTb OrpoMHbIi BblGOP
6ecnnaTHbIX NOYTOBbIX CEPBMCOB, O4HAKO Nlyylle A0BepATb TEM, KOO 3HaeLb U KTO NEPBbIN B PEUTUHTE;

2. He vyKasbiBall B /MYHOM MoOYTE JIMYHYIO WHPopmauuio. Hanpumep, nydwe BbibpaTb
"My3blKasbHbIM_daHaT@" nam "pok2013" BmecTo "temall";

3. Ucnonb3yih AByX3TanHyl0 aBTOpM3aumto. ITO KOrga MOMMMO Mapoas HYKHO BBOAWUTb KOA,
npucoliaemblit no SMS;

4. Bblbepn CNOXHbIN Naponb. [AA KaxKAoro NOYTOBOrO AWMKA AOJIKEH ObiTb CBOW HaZEXHbIN,
YCTOMUMBbLIM K B3/IOMY Mapoib;

5. Ecam ecTb BO3MOXKHOCTb HanucaTtb camomy CBOW NINYHBIV BOMpPOC, VICI'IOJ'Ib3yl7I 3TY BO3SMOXHOCTb;



6. Vicnonb3yii HECKONIbKO MOYTOBbIX ALMKOB. lMepBblli ANA YaCTHOM NEPEenucKU C agpecaTtamu,
KOTOpPbIM Tbl AOBepsiellb. ITO 3/EKTPOHHbLIA aApec He HaAo MCNoAb30BaTb NPW perncrpaumu Ha
dopymax u caiTax;

7. He oTKpbiBai $aiabl 1 ApyrMe BAOXKEHUA B MUCbMaX, AaXKe €C/IM OHU NPULWAN OT TBOUX ApY3e.
Jlydwe yTo4HM Y HUX, OTNPABAAAM NN OHU Tebe 3Tn dalinbl;

8. MNMocne oKoHYaHMA PaboTbl Ha MOYTOBOM CEpPBMCE Nepes 3aKkpbiTUEM BKAALAKM C CAaiTOM He
3abyab HaxaTb Ha "BbiATin".

KnbepbynnuHr unu BuptyanbHoe UsgeBatenbCTBo

KnbepbynnunHr - npecnefoBaHWe COODOLEHUAMM, COAEPNKAWMMM OCKOPDO/IeHUn, arpeccuio,
3anyrmBaHue; Xy/IMraHCTBO; COLMaNbHOE BOMKOTUPOBAHME C MOMOLLBIO PA3/IMYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ KnbepbyaanHrom:

1. He 6pocaiicsa B 60MA. Jlydwwmnit cnocob: NocoBeToBaThCA Kak cebs BECTU U, €C/IM HET TOTO, K KoMy
MOXHO 06paTUTbCA, TO BHayane YCNOKOMTbCA. ECAM Tbl HayHewb OTBeYaTb OCKOpPOAEeHMAMM Ha
0CKopb6NeHMSA, TO TONBKO elle 60/blie Pa3oXKKelb KOHPIUKT;

2. YnpaBnai ceoen Knbeppenytauueu;

3. AHOHUMHOCTb B CE€TU MHUMAA. CyLIJ,eCTByI-OT cnocob6bl BbIACHUTb, KTO CTOUT 3@ aHOHWMHbIM
AdKKayHTOM;

4. He cTOUT BECTM XYy/AUTAHCKMIA 06pas BMPTYasNbHON KU3HU. UHTepHeT ¢UKCMpyeT Bce TBOMU
AENCTBMA U COXPaHAET UX. Y4anuTb ux byaeT KpaliHe 3aTpyAHUTENbHO;

5. Cobntoaaii CBOK BMPTYaNibHYIO YECTb CMOJIOAY;

6. WrHopupyi eauMHWuHbIA HeraTue. OpgHoOpasoBble OCKOpbOUTENbHbIE COOBLEHNA Ayylle
UrHopupoBsaTb. O6bIYHO arpeccus NPeKpPaLLAeTCs Ha HavyaIbHOM CTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOOLLEHMAMMU, B COLMASBHbBIX CETAX
€CTb BO3MOHOCTb 6/IOKMPOBKM OTMNPaBKKN COOOLLEHUI C ONpeaeneHHbIX afpecos;

8. Ecan Tbl cBuaeTenb KubepbynnuHra. TBOM AENCTBMA: BbICTYMUTb NPOTUB Mpeciaenosartens,
nokasaTb emy, YTO ero AeilCTBMA OLUEHWMBAIOTCA HEraTMBHO, MOAAEpPXKaTb KepTBY, KOTOPOMN HYXHa
NCUXONOTNYECKasa NOMOLLLb, COOBLLMTL B3POC/bIM O GpaKTe arpecCMBHOrO NoBeAEHMA B CETU.

Mo6unbHblii TenepoH

CoBpemeHHble cmapTdPOHbl U NNaHLWeTbl coaepskaT B cebe BMonHe B3POC/blit GyHKUMOHaN, U
Tenepb OHW MOTYT KOHKYPMPOBAaTh CO CTALMOHAPHBLIMU KoMMbioTepamn. OQHAKo, CPeACcTB 3alumTbl A0S
NoAo6HbIX YCTPOWCTB MOKa OYeHb Mano. TecTMpoBaHMe U NOUCK YA3BUMOCTEN B HUX MPOUCXOAMUT He TaK
NHTEHCUBHO, Kak ana MK, To e camoe KacaeTca M MOBUIbHbIX MPUNONKEHWNNA,

CoBpeMeHHble MObUbHbIE Bpay3epbl y¥Ke NPaKTUYECKU AOTHAAN HACTO/IbHblE aHaNoMM, OAHAKO
pacwmpeHune GpyHKUMOHaANA BAeYeT 32 cob60i 60/1blLUyH0 CIOXKHOCTb M MEHbLLYIO 3aLLNLLEHHOCTD.

[aneko He BCe MPOM3BOAMUTENM BbIMYCKalOT OBHOBAEHMUA, 3aKpblBalOWME KPUTUYECKUE
YA3BUMMOCTU A1 CBOMX YCTPOMCTB.

OcHOBHble coBeTbl ANa 6e30nacHOCTN MOBUIbHOTO TenecbOHa:



Huyero He naBnAetcA no-Hactoawemy 6ecnnaTHbiM. byab OCTOpoOXeH, BeAb Korga Ttebe
npeanaratoT 6ecniaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbITbl KAKME-TO NAaTHbIE YCAYIu;

Oyman, npexae yem otnpasuTb SMS, ¢oTo uam Bnaeo. Tbl TOYHO 3Haellb, rae OHM 6yayT B
KOHeYHom utore?

Heo6x0aMM0 06HOBAATL ONEPALLMOHHYHO CUCTEMY TBOEro CMapTdOHa;
Mcnonb3yit aHTMBMPYCHbIE NPOrpaMmmbl g MoBUAbHLIX TenedoHOB;

He 3arpy>+<al7| npunoXeHma OT HensBeCtTHOro MUCTOYHWMKa, BeAb OHWUM MOTYT CoAepPXKaTb
BpeaoOHOCHOE nporpammHoe o6ecnequme;

Mocne TOro Kak Tbl BbliAelWb C caiTa, rae BBOAWMA NMYHYIO MHPOPMaUUIO, 3alMAN B HACTPOMKMK
6pay3sepa u yaanu cookies;

Mepnoanyeckn NpoBepait, Kakme NaaTHble YCAYrM akTMBMPOBaAHbI Ha TBOEM HOMEPE;

,ﬂ,aBal\/'l cBoW HOmep MOBUNBbHOrO TEI'IE(I)OHa TONbKO NHO4AM, KOTOPbIX Tbl 3Haewb U KOMY
AosepAellb;

Bluetooth ponKeH ObiTb BbIKAOYEH, Korga Tbl MM He nonb3yewbcs. He 3abbiBahi nHoraa
npoBepATb 3T0.

Online urpbl

CoBpemeHHble OHAAMH-UIPbl - 3TO KPacoYHble, 3axXBaTbiBalolMe pa3BAeYeHns, obbeanHaAowme
COTHM TbICAY YeNoBEK NO BCemy MUPY. MrpoKKM MccaeaytoT AaHHbIA UM MUP, 06LWatoTCa Apyr C APYrom,
BbIMNOMHAIOT 334aHWA, CPaAXKaloTCA C MOHCTPaMM W NOAYYalOT OMbIT. 3a yAOBO/NLCTBME OHW NAATAT:
MOKYNaloT AMCK, ONIaYnBatoT abOHEMEHT MM NPMOBPETAIOT KaKMe-To ONLUK.

Bce aTn cpeactBa MAyT Ha NogdeprkaHWMe WM pPasBMTME WUIPbl, a TaKKe Ha camy 6e30nacHoCTb:
COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPM3ALLMM, BbIMYCKAOTCA HOBble NaTyM (LMdpoBblE 3annaTkM Anas
nporpammy), 3aKpbIBalOTCA YA3BMMOCTU CEpPBEPOB.

B nogobHbIXx Mrpax CTOMT OMacatbCA HE CTO/IbKO CBOMX COMEPHWMKOB, CKOJIbKO KpaKu TBOEro
napoAs, Ha KOTOPOM OCHOBaHa cUCTeMa aBTopu3aL MM 6ONbLLIMHCTBA UTp.

OcHoBHble coBeTbl N0 6@30MacHOCTM TBOErO UrPOBOro aKKayHTa:

1. Echm ppyroit urpok Beget ceba Naoxo uau cospaeTt Tebe HENpPUATHOCTKU, 3abNOKMpPYI ero B
CNWCKe UrPOKOB;

2. Toxanyica agMUHUCTPaTOpPaM Wrpbl Ha MNAOXOe MOBEeAEHME 3TOr0 WrpoKa, KenaTenbHo
NPUAOXKUTL KaKMe-To A0Ka3aTeNbCTBa B BUAE CKPUHOB;

3. He yKasbiBai AnM4Hyto MHPOpmaumio B npodaiiie urpbl;
4. YBaall Apyrux y4aCTHMKOB Mo Urpe;

5. He ycTaHaBnuBali HeoduUManbHble NaTyn U MOAbI;

6. Micnonb3yit CNosKHble U pa3Hble Naponu;

7. Daxe BO Bpemsa Urpbl HE CTOUT OTKAOYATb aHTMBUPYC. MOKa Tbl Urpaellb, TBOM KOMMbIOTEP
MOTYT 3apa3uTb.



DUWIKHT nan KpaXa JIMYHbIX AdHHbIX

Ob6bIuHOM Kpakel [AeHer U AOKYMEHTOB CErofHA Y)e HUKOro He YyAMBULLb, HO C pa3BUTUEM
WNHTEPHET-TEXHO/IOTUIA 3/10YMbILINEHHUKN NEPEMECTUIUCL B MHTEPHET, WU NPOAO/IKAIOT 3aHUMaTbLCA
"nobumbim" genom.

TaK nosBuaacb HOBaA yrpo3a: MHTEPHET-MOLIEHHMYECTBA UAN OULLKWHT, FNaBHaA Lelb KOTOpPOoro
COCTOUT B MNONYYEHUN KOHOUAEHUMANbHBLIX AaHHbIX MNONb30BaTesnei - NOrMHOB M naponei. Ha
aHrMiickom Asbike phishing untaetca Kak ¢uwmHr (ot fishing - pbibHaa nosas, password - naponb).

OcHoBHble coBeTbl No 6opbbe ¢ dUnHrom:

1. Chegu 3a cBoum AdKKAyHTOM. Ecamn ToI nopgospesaellb, YTO TBOA aHKETA 6bina B3/10MaHa, TO
HEO6XO,CI,MMO 3a6/'IOKVIpOBaTb eeun COO6UJ,MTb AdAMUHUCTPATOPaM pecypca 06 3TOM KaK MOKHO CKopee,

2. V|CI'IO/'Ib3y171 6esonacHble BE6-CaV1TbI, B TOM Yynucne, UHTEPHET-MarasmnHOB U MOUCKOBbIX CUCTEM;

3. Wcnonb3yit CNoOXHble W pasHble naponan. Takum obpasom, ecan Teba B3nomaloT, TO
3/10YMbILUNEHHUKMN NOYYaT AOCTYN TONbKO K OAHOMY TBOeMy NPodUAIO B CETU, @ HE KO BCEM;

4. Echn Tebs B3/10Manun, TO HEO6XO,£I,VIMO npegynpeaontb BCEX CBOUX 3HAKOMbIX, KOTOpPbIE
,D,O6anIEHbI Yy Tebs B Apy3bAx, O TOM, 4YTO Tebs B3nOManu N, BO3MOXHO, OT TBOE€ro MMeHu 6yAET
paccbinatbCA Cnam U CCbIJIKU Ha d)VILIJVIHFOBbIe CaVITbI;

5. YcTaHoBM HageskHbil naposb (PIN) Ha MobUNbHbIN TenedoH;
6. OTK/IIOYM coxpaHeHue napona B bpaysepe;

7. He oTKpbiBait paitnibl M gpyrue BAOXKEHMA B MMCbMaX, AaXKe eC/iM OHU NPULLAK OT TBOUX APY3eN.
Jlyywe yTOYHM y HUX, OTNPABAAAN N OHKU Tebe 3TK daibl.

Lnudposasa penyrauus

Undposaa penytauma - 3TO HeraTMBHAs WAW NO3UTUBHAs WHbopmauma B ceTu o Tebe.
KomnpomeTtupytowaa uHPopmaLma, pasmMelleHHas B MHTepPHeTe, MOXKeT cepbe3HbiM obpasom
OTpasuTbCA Ha TBOEW peanbHol Xu3Hu. "Uudposas penytauma" - 3TO TBOM MMWUANK, KOTOPbIN
dbopmupyeTca us nHpopmaLmm o Tebe B UHTEPHETE.

TBOE MECTO XUTeNbCTBa, y4ebbl, TBoe (PpUHAHCOBOE MONOXKEHME, OCODEHHOCTU XapaKTepa U
pacckasbl 0 6AM3KMX - BCe 3TO HaKanaMBaeTcA B CETU.

MHorMe noApoOCTKU NIETKOMBIC/IEHHO OTHOCATCA K NyBAMKAuMM NUYHOW  WHPOpMauun B
NHTepHeTe, He MOHMMAs BO3MOMKHbIX NOCNeACTBUI. Tbl Aa)Ke HE CMOXKELWb A0ragatbCs O TOM, YTO
doTorpadun, pasmelyeHHan 5 neT Hasaz, cTana NPUYMHOI OTKa3a NPUHATL Teba Ha paboTy.

KommeHTapum, pasmelleHne tBoux potorpadpuii u gpyrne AencTBUA MOTYT HE MCUYE3HYTb Aake
nocse TOro, Kak Tbl UX yAanuwb. Tbl He 3Haelb, KTO COXpPaHWA 3Ty MHPOPMALMIO, MOMana M OHa B
NMOWCKOBbIE CUCTEMbI M COXPaHMIACb N OHa, A FNABHOE: YTO NoAymatoT 0 Tebe OKpyKatowme Aau,
KOTOpble HalayT u yBMAAT 3T0. HaliTu MHbOPMaLMIO MHOTO NIET CYCTA CMOXKET J1lob0oM - Kak 13 A06pbIxX
noby»KaeHUN, TaK U C HAMEPEHUEM NPUYNHUTDL Bped. ITO MOXKET ObITb KTO YroaHo.

OcHoBHble cOBETbI NO 3almTe LMDPOBON penyTaLmu:

1. Noaymait, npexkae yem 4YTo-To Nyb6AMKOBATb M NepeaaBaTb y cebsa B 610re nan B coumanbHOM
ceTtu;



2. B HacTpoikax npo¢una ycTaHOBM OrpaHWYEHMs Ha MPOCMOTP TBoero npoduaa M ero
coAepXKMmoro, caenan ero TonbKko "ana apysen”;

3. He pasmewan u He yKasbiBalh MHPOPMALMIO, KOTOPAss MOXET KOoro-ambo ockopbaatb uau
0buKaTh.

ABTOpCKOEe npaso

COBpeMeHHbIe WKOJIbHUKWN - aKTUBHbIE NOJ/1b30BaTENIN Ll,VId)pOBOI'O NPOCTPaHCTBA. OAaHako ganeko
He BCE€ 3HaloT, YTO NOJZIb3OBAHMUE MHOTMMU BO3MOXKHOCTAMMU Ll,VId)pOBOI'O Mmupa Tpe6yeT CO6J'IIOA€HVIF!
NnpaB Ha UHTENNNIEKTYA/IbHYIO COBCTBEHHOCTD.

TepN\I/IH III/IHTEJ'II'IeKTyal'IbHaFi COBCTBEHHOCTL" OTHOCUTCSA K Pa3/IMYHbIM TBOPEHNAM YennoBEYECKOro
yMa, Ha4nHaA C HOBbIX M306PETEHMVI 1 3HAKOB, 0603Ha‘-IaIOLLI,VIX COBCTBEHHOCTb Ha NPOAYKTbI U YCNYTH, N
3aKaH4YMBaA KHUramm, d)OTOl'pa(bI/IHMVI, KVIHOd)VIfIbMaMVI N My3blKaJibHbIMU NpOnU3BeAEHUAMMWN.

ABTOpPCKME MpaBa - 3TO MpaBa HAa WHTENNIEKTYyaslbHY0 COBCTBEHHOCTb HA MPOU3BEAEHUA HAYKM,
nuTepatypbl M MCKycCTBa. ABTOPCKME npaBa BbICTYNAOT B KayecTBe rapaHTMM TOro, 4TO
WHTENNEKTYaNbHbIN/TBOPYECKMIA Tpya aBTopa He 6yaeT HanpacHbiM, AacT emy Ccnpasega/ivBble
BO3MOKHOCTU 3apaboTaTb Ha pe3y/ibTaTax CBOEro TPyAa, NOAYYUTb U3BECTHOCTb M Npu3HaHMe. HUKTO
6e3 paspeleHna aBTopa He MOKET BOCMPOM3BOAUTL €ro Npou3BeAEeHUe, PacnpoCTpaHATb, Ny6AUYHO
AEMOHCTPUPOBaTb, NpPoAaBaTb, WMMNOPTUPOBATb, MyCKaTb B MPOKAT, Ny6/AMYHO  WCMONHATH,
NOKa3blBaTb/UCNONHATL B 3$UpPE UM pasmellatb B MIHTepHeTe.

Ncnonb3osaHue "nupatckoro” nporpammHoro obecnevyeHns MOXKET NPUBECTU K MHOTMM PUCKaM:
OT MNoTepy [AaHHbIX K TBOMM aKKayHTam [0 O/IOKMPOBKM TBOEro YCTPOWCTBA, rA4e YCTaHOB/EHa
HeneranbHaA nporpamma. He cTouT Tak:Ke 3abbiBaTb, YTO CYLLECTBYIOT nerajsibHble M bHecnnaTHble
NpPorpammol, KOTOPbIE MOMKHO HANTK B CETU.

O noprtane

CETEBMHOK.pd) - TBOM [1aBHbIN COBETYUK B CETU. 34ecb Tbl MOXKelb Y3HaTb O 6e30nacHOCTU B CETH
NMOHATHbIM U AOOCTYNMHbIM A3bIKOM, a MNP BO3HWKHOBEHUU KpMTMHECKOVI CUTyauuun O6paTMTbCﬂ 3a
coBeToM. A TaKKe NMPUHATDL y4aCTne B KOHKYPCaX U CTaTb CaMbIM LI,Md)pOBbIM I'pa)i-(ﬂ,aHVIHOM!

MpunnoxkeHne N 3
NAMATKA ANA POAUTENENA O UHOOPMALIMOHHOW BE3OMNACHOCTU AETEN

OnpepeneHne TepmuHa "MHbopmaLMoHHaA 6e3onacHocTb Aeteit" cogepxutca B PeaepasibHOM
3akoHe N 436-93 "O 3awute geten oT MHGOPMaLUKM, NPUUYNHAIOLLEN Bped, UX 340P0Bbi0 U pa3BuTuio”,
peryanpyowmnm OTHOLLIEHMA, CBA3aHHbIe C 3allMTOlN AeTel oT MHPOpMaLMM, NPUYUHSAIOLWLEN Bped UX
3/10p0OBbi0 U (MnK) pasBuTUiO. CornlacHO AaHHOMY 3aKOHYy "MHdopmaunoHHas 6e3onacHocTb aetei" -
3TO COCTOSIHME 3alUMLLEHHOCTU, MPU KOTOPOM OTCYTCTBYET PWUCK, CBA3AHHbIA C MPUUUMHEHMEM
nHbopmauuen Bpeaa Ux 300pP0BbI0 U (MK) GM3MUYECKOMY, NCUXMYECKOMY, AYXOBHOMY, HPaBCTBEHHOMY
pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-D3 nHpopmaumein, NpUUnHSIOWEN Bpes 340Pp0BbiO U (1K)
Pa3BUTUIO LEeTEN, ABNAETCA:

1. nHdbopmaLmsA, 3anpeLLeHHan ANs PacnpPoCTpaHeHus cpeam geTen;
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2. uvHObOpMaLMA, pPacnpoCTpaHeHWe KOTOPOW OrpaHWYeHO cpeau JeTei  onpeneseHHbIX
BO3PaCTHbIX KaTeropui.

3. K uHdopmaumu, 3anpeLleHHON Ana pacnpocTpaHeHns cpeam AeTen, OTHOCUTCA:

4. nHdopmaumsa, nobyxaaowan AeTerd K COBEPLUEHUIO AENCTBUIM, NpeAcTaBAAlOWMX Yrpo3y MX
KM3HU U (Mn) 30,0pOBbIO, B T.U. NPUUYNHEHUIO Bpeaa CBOeMy 340Pp0Bbto, CamoybuncTay;

5. cnocobHOCTb BbI3BaATbL Yy AETEVI KenaHue yl'lOTpEﬁVlTb HapKoTU4yeckne cpeacrea, NCUXOTPONHbIe
n (VIJ'IVI) oaypmaHuBakowme BewecTBa, TabayHble n3aenna, ankorosibHyro wu cnnprtocogeprKallyro
NPoAYKLUIO, NNBO U HANUTKN, N3rOTaB/INBaE€MbIE HA €ro OCHOBE; NPUHATb y4aCTUE B a3apPTHbIX Urpax,
3aHUMATbCA npocwnyu,meﬁl, 6p0,D,H)KHI/IL-IeCTBOM nnn I'IOI'IpOLIJa[/JIHVI‘-IECTBOM,'

6. 060CHOBbIBaOWAA AWM ONpaBAblBalOWaA AOMNYCTUMOCTb Hacuama u (Mam) Kectokoctn nmbo
nobysKaatolias oCcyLEeCcTBAATb HACU/IbCTBEHHbIE AeMCTBUA MO OTHOLLEHMIO K II0AAM N XUBOTHbIM;

7. oTpuuatoLan cemeiiHble LeHHOCTU U GOPMMPYIOLLAA HEYBaXKEHUWE K poauTenam u (uaum) apyrum
yneHam cembu;

8. onpaBapliBaoLLan NPOTUBOMNPABHOE NOBEAEHUE;
9. coeprKalasn HeLeH3ypHy bpaHb;
10. coaep:Kawan MHPopmaumio NopHorpadpUUecKkoro xapakrepa.

K nHdpopmaumm, pacnpocTpaHeHne KOTOPOW OrpaHMYeHo cpean aeTei onpeaeneHHoro Bo3pacra,
OTHOCUTCA:

1. VIHCI)OpMaLI,VIﬂ, npeagcrasBnAaeman B suae M306pa)KEHMF| NN ONNCaHNA XKECTOKOCTHU, CI)VI3VI‘-I€CKOI’O
n (VII'IVI) NCUXUYECKOTO HacnauAa, npectynaeHna nam nHoro aHTMO6LLI,eCTBEHHOFO ,CI,GVICTBMH;

2. BbI3blBAlOLLLAA Y AeTel CTPax, yKac MW NaHUKY, B T.4. NpeaCcTaBAfemMas B BUAE U300parkeHun
WM OMUCaHUA B YHWKAIOLLEM YesoBeYeCKoe [OOCTOMHCTBO ¢opme HEeHACUNIbCTBEHHOM CMepTH,
3abosieBaHMA, CamoybmiicTBa, HECYACTHOIO C/1yYasi, aBapum UK KaTacTpodbl U (MaK) UX NoCAeacTBUN;

3. npeacTaBasemasn B BUAe M306parkeHUa UAM OMUCAHUA NOJIOBbIX OTHOLIEHUA MEXAY MYMKUNHOM
N KEHLNHOW;

4. cogepKalwan 6paHHble C10Ba U BbipaXKeHUs, He OTHOCALLMECA K HeLeH3ypHOM BpaHu.

C yyetom 3Toro Bam npepnaratotca npasuna pabotel B ceT WMHTEpHET Ana pasanyHbIX
BO3PACTHbIX KaTeropui, cobatogeHne KOTopbIX NO3BOIMT 0becneynTs MHPOPMaLMOHHYO 6e30nacHoOCTb
BaLUMX AeTel.

O6wue npasuaa ana pogureneii

1. HesaBucumo OT Bo3pacta pebeHKa MUCMONb3yiTe nporpammHoe obecneyeHue, nomoratollee
dUNLTPOBATb M KOHTPOAMPOBATb MHPOPMALMIO, HO He nonaraiTecb MOAHOCTbIO Ha Hero. Bawe
BHUMaHMe K pebeHKy - raBHbIA MeTO, 3aLmTbl.

2. Ecnv Baw pebeHOK MMeeT aKKayHT Ha O4HOM M3 coumanbHbiXx cepsucos (Livelournal,
blogs.mail.ru, vkontakte.ru u T.n.), BHUMATENbHO MW3yuYMTE, KaKylo WHOOPMAUUIO MOMELLAIOT €ro
YYaCTHUKK B CBOMX Npodunsax u bnorax, BKAoYas potorpadmm n Buaeo.

3. MpoBepbTe, C KakKUMW APYrMMM CcaiTamu CBA3AH COLMANbHbIM cepBMC Bawero pebeHKa.
CTpaHMyKkM Bawero pebeHKa moryT ObiTb 6e30MacHbIMM, HO MOFYT W COAEpKaTb CCbIAKM Ha
HexkenaTesbHble M OnacHble CalTbl (Hanpumep, MNOPHOCAMUT, UAN CalT, Ha KOTOPOM APYr YNOMWHaeT



Homep coToBoro TenedoHa Bawero pebeHka nav Baw aomaluHuit agpec)

4. MoouwpanTte Bawmnx getei coobuatb 060 BCEM CTPAHHOM MW OTTaNIKUBAIOWEM U HE CANLLKOM
OCTPO pearuvpyiiTe, Koraa OHW 3TO AenatoT (M3-3a onaceHusa NOTepATb AOCTYN K WMHTepHeTy AeTu He
roBOPAT poaUTENAM O NPobaemMax, a TaKKe MOryT HayaTb MCNO/b30BaTh MIHTEPHET BHE A0Ma U LIKO/bI).

5. ByabTe B Kypce ceTeBol Xu3HM Balero pebeHka. MHTepecyiiTech, KTO UX Apy3bA B MIHTepHeT
TaK e, Kak MHTepecyeTecb peasibHbIMU APY3bAMMU.

Bospacr ot 7 go 8 ner

B UHTepHeTe pebeHOK cTapaeTca NOCETUTb Te UM MHbIe CalTbl, @ BO3MOXKHO M YaTbl, paspeLlleHune
Ha mocelleHMe KOTOPbIX OH He MoJsyynn 6bl OT poauTeneit. NMostomy poautensim ocobeHHO NoJsie3HbI
b6yayT Te OTYeTbl, KOTopble NPeAoCTaBAATCA MPOrpamMamMu MO OrPaHUYEHUIO UCMOJ/1Ib30BaHUA
NHTepHeTa, T.e. POAUTENbCKUIA KOHTPOJIb UN TO, YTO Bbl CMOXKETE YBUAETH BO BpeMeHHbIX dainax. B
pesynbTaTe, y pebeHKa He ByAeT OLyLeHWUs, 4To 33 HUM BeLEeTCA MOCTOAHHbIA KOHTPO/b, OA4HAKO,
poauTenn 6yayT no-npeskHemy 3HaTb, KakWe CaiTbl nocelaer mx pebeHoK. [eTn B AaHHOM BO3pacTte
06124al0T CUbHBIM YYBCTBOM CEMbM, OHU OOBEPUYMBBLI U HE COMHEBAIOTCA B aBTOpUTETax. OHU N06AT
UrpaTb B CETEBbIE UMPbl U NyTELeCcTBOBaTb N0 MHTEPHETY, MCMOAb3YA 3MEKTPOHHYIO MOYTY, 3aX04MUTb Ha
CalTbl M YaTbl, HE PEKOMEHA0BaHHbIE POAUTENAMM.

CoseTbl No 6e3onacHoCTU B ceT NHTepHeT ansa aeten 7 - 8 net

1. Co3paifTe CNMCOK AOMAaLUHUX NPaBWUA noceweHua MHTepHeTa Npu yyacTum aeten n Tpebyite
€ro BbINO/IHEHMS.

2. TpebyitTe oT Bawero pebeHKa cobatogeHNA BPeMEHHbIX HOPM HAXOXAEHUA 32 KOMMbIOTEPOM.
Mokaknute pebeHky, 4To Bbl HabAOAaeTe 3a HAM He NMOTOMY YTO Bam 3TO xoueTca, a MOTOMy YTO Bbl
6ecnokounTecb 0 ero 6e30NacHOCTU U BCEraa roToBbl My NOMOYb.

3. KomnbloTep ¢ noax/odeHMem K WHTepHeTy AOJIKEH HaxoAuTbCA B 0OLWEN KomHaTe nog,
NPUCMOTPOM poanUTENEN.

4, VlCI'IO!'Ib3y171Te cneunanbHble AETCKME NONUCKOBbIE MaLLUNHbI.

5. Wcnonbsyiite cpeacTBa ON0OKMPOBAHWA HEMKeNaTeNbHOro KOHTEHTA KaK AoMnoJiHeHue K
CTaHAapTHOMY POAUTEIbCKOMY KOHTPOHO.

6. Co3aanTe CeMEeMHbIA 3/IEKTPOHHbIM AWMK, YTODObl HE MO3BO/IUTbL AETAM MUMETb COOCTBEHHbIE
agpeca.

7. bBnokupyihte poctyn K cantam ¢ 6ecnnaTtHbIMM  MOYTOBbIMM  ALWMKAMM C  MOMOLLBLO
COOTBETCTBYHOLLLErO NPOrpamMmMHOro obecneyeHus.

8. MpuyunTe aOeTeil coBeToBaTbCA C Bamu nepen onybanKoBaHMEM KaKoOW-1M60 MHPoOpmaLmm
CpeACcTBaMM 3/1EKTPOHHOM NOYTbI, YaTOB, PErMCTPALMOHHBIX GOPM M Npodunei.

9. Hayunte getein He 3arpyaTtb ¢panbl, Nporpammbl nam my3biKy 6e3 Ballero coriacus.
10. He paspeluaiTe AeTAM UCMNOJ1b30BaTb CAYyXKObl MTHOBEHHOrO 0bMeHa coobueHnaMM.

11. B "6enblin" cnncok canToB, pa3peLlleHHbIX A8 NOCeLWeHNA, BHOCUTE TONIbKO CaliTbl C XOPOLLENR
penyTauuen.

12. He 3abbiBaitTe becenoBatb ¢ AeTbMKU 06 UX Apy3bax B MIHTepHeTe, Kak ecnu 6bl peyb Waa o
APY3bsX B peasibHOM KU3HM.



13. He genainTte "Taby" n3 BOMPOCOB MOJIOBOM KMU3HW, TaK Kak B WNHTepHeTe geTtn MoryT nerko
HATKHYTbCA Ha NOpHorpaduio nam caitel "ana B3pocabix".

14. MpuyumTe Bawero pebeHka coobuwatb Bam 0 AO6bIX Yrpo3ax MAU TPeBorax, CBA3aHHbIX C
NHTepHeTomM. OcTaBalTecb CMOKOMHbIMU M HAamoMHWUTE AETAM, YTO OHW B 6e30nacHOCTW, ecan camwu
paccKkasanuM Bam O CBOMX TpeBorax. [loxsanuTe MX M NOCOBETyWTe MOAOMTM elle pa3 B NOAOOHbIX
cayyasnx.

Bo3pacr geteii ot 9 Ao 12 ner

B gaHHOM BO3pacTe AeTu, Kak npaBunao, yxe Hac/blillaHbl O TOM, KaKad VIHd)OpMaLI,VIH cyuiecrTsyeTt
B MHTepHeTe. COBepIJJeHHO HOPMaAJIbHO, YTO OHU XOTAT 3TO YBUAETb, NPOYECTb, YC/bIlaTb. I'IpM 3TOM
HYXHO NOMHWUTb, 4YTO AO0CTYyNn K HeXXenate/ZibHbiIM maTepuasiaM MOXKHO Nerko 3a6l'IOKI/IpOBaTb npu
nomouwm cpencre Pogutenbckoro KOHTpPOAA.

CoBeTbl N0 6be3onacHocTn gna aeteit ot 9 go 12 net

1. Co3paliTe CNMCOK AOMALUHUX NPaBUA NoceleHnsa MHTepHeT Npu y4acTun getei u Tpebyite ero
BbIMNOJIHEHUA.

2. TpebyliiTe oT Bawero pebeHKa cobt04eHNA HOPM HaXOXAEHMA 32 KOMMNbIOTEPOM.

3. Habntogaite 3a pebeHKOM Npu paboTe 3a KOMNbIOTEPOM, MOKAXKUTE eMy, YTo Bbl BecnokonTechb
0 ero 6e30MNacHOCTV 1 BCErga rotToBbl OKa3aTb emy NMoMOLLb.

4. KomnbloTep € nogKkatoyeHnem B WMHTepHET [Oo/KeH HaxoauTbcA B oblieit KomHate nog
NPUCMOTPOM poguTene.

5. Wcnonb3yite cpeactsa 610KMPOBAHUA HEMKENaTeNbHOIO KOHTEHTa Kak [AOoMo/iHeHue K
CTaHAapTHOMY PoauTebCKOMY KOHTPOHO.

6. He 3abbiBailTe NPUMHMMATL HEMOCPeACTBEHHOE y4yacTve B Xu3HM pebeHka, becenoBaTb C
AeTbmu 06 nx apy3bax B MHTepHeTe.

7. HactauBaiiTe, 4Tobbl AE€TW HUKOrAa@ He COrNalanuCb HA JIMYHble BCTPEYM C APY3bAMWM MO
UHTepHeTy.

8. Mo3BosAlTE AETAM 3aX0ANTb TONILKO Ha CalTbl 3 "6enoro" cnmcka, KOTOpbIN co34anTe BMecTe
C HUMMWN.

9. MpuyunTe pgeTell HUKOrAa He BblAaBaTb NMYHYIO MHPOPMaUMIO CpeacTBaMU 3NEKTPOHHOM
MoyTbl, 4YaToB, CUCTEM MFHOBEHHOro obmeHa COOBLEHMAMMN, PErnCTPALMOHHBLIX (GOPM, SUYHBIX
npoounei n Npu perncTpaumm Ha KoHKypcbl B UIHTEpHeTe.

10. Mpuyunte aeTei He 3arpy:KaTb Nporpammbl 6e3 Bawero paspelueHmsa. O6BbACHUTE UM, YTO OHMU
MOTYT Cly4aiiHO 3arpy3unTb BUPYCbl UAN APYroe HeKenaTesibHoe nporpammHoe obecriedeHme.

11. Co3painTe Bawemy pebeHKy orpaHMYEHHYI0 YYETHYIO 3anuch A5 paboTbl Ha KOMMbIOTEPE.

12. NMpuyunte Bawero pebeHka coobuwatb Bam O OObIX yrpo3ax WMAW TpesBorax, CBA3aHHbIX C
NHTepHeToM. HanomHuTe getam, 4To OHM B 6E30MacHOCTM, eCAM CamMM PacCKasaiu BamM O CBOMX
TpeBorax n onaceHmaAx.

13. Pacckaxkute getam o nopHorpadum B MHTepHeTe.

14. HactamnBaiTte Ha TOM, yTOObI AEeTn NpeaocTtaBnAain Bam A0CTyn K cBoel 3ﬂeKTp0HHOﬁ noyre,



yTOobbI Bbl YOEAMANCH, YTO OHM HE 06LWATCA C HE3HAKOMLAMM.

15. O6bAcHUTE AeTAM, 4YTO He/b3A MCMOAb30BaTb CETb A/A XYy/MraHCTBa, PacnpoCTpaHeHuA
CNNETEH WAV YrPO3.

Bo3pacr geTteit ot 13 go 17 ner

B 3Tom BO3pacTe MNOAPOCTKM aKTUMBHO WCMOAb3YHOT MOWUCKOBbIE MaLIMHbI, NO/b3YHOTCA
3/IEKTPOHHOM NOYTOM, cNy*Kb6amu MrHOBEHHOTO 0O6MeHa CoObLLEHMAMM, CKAYMBALOT MY3bIKY U GUAbMBI.
Manb4yMKam B 3TOM Bo3pacTe 6o/blle NO HpaBy CMeTaTb BCE OrPaHMYEHMUA, OHU KaxkayT rpyboro
IOMOpa, a3apTHbIX UTP, KAPTUHOK " A4 B3pocabix". [leBoUYKM NpeanoymTatoT obLlaTbes B YaTax, npu 3Tom
OHU ropasao bonee YyBCTBUTE/bHBI K CEKCYa/IbHbIM AOMOraTe/ibcTBam B MHTepHeTe.

3ayacTylo B 4@aHHOM BO3pacTe POAUTENAM YKe BECbMa C/IOXHO KOHTPO/IMPOBATbL CBOMX AETEN, TaK
Kak 06 WHTepHeTe OHM yKe 3HAKT 3HAYUTENbHO bosiblie CBOMX poauTenei. Tem He meHee, He
oTnyckante peteit B "cBobogHoe nnaBaHue" no WHTepHery. CrapaiiTecb aKTMBHO Yy4yacTBOBaTb B
obuweHnun pebeHKa B MHTepHeTe.

Ba)kHO no-npexHemy cTporo cobatogaTtb npasuaa MHTepHeT-6€30NacHOCTM - COrNalLEHNE MeXay
poautenamm u getbMu. Kpome TOro, HeobxogMMO KaK MOMHO Yalle NpPocMaTpuBaTb OTYETbl O
aestenbHocTn geteit B MHTepHeTe. Cneayer o6patmTb BHMMaHWE Ha HEObGXOAMMOCTb COAEepKaHWsA
POANTENBCKUX Naponei (naposiel agMMHUCTPATOPOB) B CTPOrOM CeKpeTe M 06paTuTb BHMMaHME Ha
CTPOrocCTb 3TUX Naponei.

CoBeTbl N0 6e30nacHOCTK B 3ToM Bo3pacTte oT 13 go 17 net

1. Co3painte CNMCOK AOMALLUHUX MpPaBuUa MNoceleHua MHTepHeTa npu y4yacTUm MOApPOCTKOB U
TpebyinTte 6e3yc/oBHOro ero BbinonHeHus. Obrosopute ¢ pPebeHKOM CMUCOK 3anpelleHHbIX CanToB
("uepHbIli cnucokK"), yackl paboTbl B MIHTepHeTe, pyKoBOACTBO No 06ueHnto B IHTepHeTe (B TOM uncie B
yaTax).

2. KomnbtoTep ¢ NOAKAOYEHUEM K CETU MIHTEPHET A0/1XKEH HaX0AUTbCA B 06OLLEN KOMHATE.

3. He 3a6biBaitTe becepoBaTb ¢ AeTbMKM 06 UX Apy3bAX B MHTepHeTe, O TOM, YeM OHU 3aHATHI
Takum obpasom, byaTo pedb UAET O APY3bAX B peanbHOM ¥n3HWU. CnpallnBainTe o N0AAX, C KOTOPbIMK
OEeTH 06LLatoTCA NOCPEACTBOM C/YKO MrHOBEHHOrO 06MeHa coobLeHNAMM, YTODbI yoeauTbes, YTO 3TH
04N UM 3HaKOMbI.

4. Wcnonb3yiTe cpenctBa ONOKMPOBAHUS HEXKENaTeNbHOTO KOHTEHTAa KaK [JOMOoJIHeHWe K
CTaHZapTHOMY PoauTenbCKomy KOHTPOIHO.

5. Heobxogumo 3HaTb, KaKMMM 4aTaMu NOAb3yloTcA Bawu getu. Moowpante Mcnonb3oBaHWe
MOAEePUPYEMbIX YaTOB M HACTanBanTe, YTOObI AeTU He 06LLAaNNCE B MPUBATHOM pPEXKUME.

6. HacramBalite Ha TOM, 4YTOObl AETU HUKOTAA He BCTPEYANUCb JIMYHO C APY3bAMM U3 CETU
UHTepHeT.

7. Mpuyunte getel He BblAABATb CBOK NNYHYO MHOOPMALMIO CPEACTBAMM INEKTPOHHOM NOYTHI,
YyaToB, CUCTEM MIHOBEHHOIO 06MeEHa COOBLLEHMAMM, PETUCTPALMOHHBIX GOPM, NMYHbBIX NPodUein 1 Npu
perncTpaunmn Ha KOHKypcbl B MHTEpHeTe.

8. MpuyunTe geTteit He 3arpykatb nNporpammol 6e3 Bawero paspewweHunsa. O6bACHUTE UM, YTO OHU
MOTYT C/Iy4aHO 3arpy3nTb BUPYCbl UK Apyroe HexenaTesibHoe NporpammHoe obecneveHue.

9. Mpuyunte Balero pebeHKa coobuwatb Bam O AO6bIX yrpo3ax WAM TPeBOrax, CBA3AHHbIX C
NHTepHeTOM. HanomHuWTe AeTAM, YTO OHM B 6€30NacHOCTH, eC/IM CaMM PACCKas3aiv Bam, O CBOMX yrpo3ax



nnu Tpesorax. MoxsaauTe Ux M NOCOBETYNTE NOAOWTH elle pa3 B NoA06HbIX Cay4asX.

10. Pacckaxkute getam o nopHorpadum B MHTepHeTe. Momorute um 3alUTUTBCA OT chama.
Hayunte noapocTKoB He BblAaBaTb B MIHTEpHeTe CBOEro peasbHOro 3/JIeKTPOHHOro ajpeca, He O0TBevaTb
Ha HeXeflaTesibHble NMCbMA M UCMOAb30BaTb CNeLManbHble NOYTOBbIE PUALTPBI.

11. Npuyunte cebs 3HAKOMUTLCA C CaliTaMK, KOTOPble MOCELLAIOT NOAPOCTKM.

12. Hayuute geTelt yBaxKaTb 4PYrUX B UHTepHeTe. YbeauTech, YTO OHWM 3HAKOT O TOM, YTO MPaBWIa
XOPOLLEro noBeseHnn AeUCTBYIOT BE34e - faXKe B BUPTYA/IbHOM MUpeE.

13. O6bACHUTE [eTAM, YTO HWM B KOEM C/y4ae Henb3a MCnosb3oBaTb CeTb ANA XY/IMFAHCTBa,
PacnpoCcTPaHeHUA CNETEeH UAKN Yrpo3 APYrUM NHOOAM.

14. ObcyamTe C noApocTKamu npobiembl CETEBbIX a3apTHbIX WUrP M MX BO3MOMKHbIA PUCK.
HanomHuTe, YTO AETM He MOTYT UrpPaTb B 3TU UrPbl COTIACHO 3aKOHY.

MOCTOAHHO KOHTPOAMpPYWTEe Mcnosib3oBaHue MHTepHeTa Bawwum pebeHKom! ITo He HapyweHue
€ro JIMYHOTO MPOCTPAHCTBA, a Mepa NPeAoCTOPOXKHOCTM M npossieHue Bawel poauTenbcKoi
OTBETCTBEHHOCTM U 3360TbI.
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